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ABSTRACT

In recent years, the introduction of a common number system has been
planned by the government of Japan, and the possibility of illegal use of
personal information in this system has been considered. Access records in
log files are analyzed when possible illegal use is being investigated.
Therefore, a method by which to maintain the integrity of the log file
becomes a significant problem because alteration of digital data is very easy.
Moreover, in the case of a common number system, a method that keeps
verification secure as well as secret from certain organizations is needed,
because various organizations will have access to the common number
system. In the present paper, we propose an evidence preservation method
that enables privacy and concealment to be maintained by introducing a
cipher system and a hysteresis signature.

Keywords: Digital Signature, Hysteresis Signature, Digital Forensic,
Evidence Preservation, Common Number System

1. INTRODUCTION

In recent years, the introduction of a common number system has been
planned by the government of Japan. The introduction of a common number
system is an integral part of reforming the tax and social security
indemnification systems and will provide a foundation for the development
of e-government services. In addition, the common number system will
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izmprove the efficiency of the people and offer administrative convenience™

The common number system must deal with personal information
because the system is intended to be used for a wide range of sensitive
applications, including the tax and social indemnification systems. The
possibility of invasion of privacy is a cause for concern. Therefore, the
investigation of suspected illegal use of personal information is needed.
When illegal use is investigated, access records in log files are analyzed.
Therefore, a method by which to maintain the integrity of a log file becomes
a significant problem because alteration of digital data is very easy”.

The Technical Working Group for Information Sharing Fundamentals
of the government of Japan® reported that, “It is necessary that access
records be accurate and that attention is paid to any alteration of log files.”
Moreover, a method that keeps verification secure as well as secret from
certain organizations is needed in a common number system because
various organizations will have access to the common number system.
Although there are many papers dealing with secure log systems* > %7 a
specific approach to answer this requirement has not yet been proposed.

In this paper, we propose an evidence preservation method that enables
verifiability and concealment to be maintained.

2. COMMON NUMBER SYSTEM

2.1 Overview of the Common Number System

The common number system will assign a new number to each person
in Japan. These numbers will be used in the tax and social security
indemnification systems®. The numbers assigned to individuals are referred
to as “My Number.” Improvement in administrative procedure efficiency is
expected as a by product of the introduction of this system. Additional goals
include clarification of income and certain social indemnification benefits.
The My Number system is essential to the reform of the tax and social
indemnification systems of Japan and so has been discussed widely” *°.

There are the following national concerns®,

(1) Increased possibility of information leakage and abuse resulting from the
increase in the amount and types of personal information available for
distribution; and,

(2) Possibility of public monitoring by the government

Therefore, verifiable data is necessary in order to investigate injustice
and abuse of this sensitive personal information.
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2.2 Institutions Involved in the Common Number System

According to the Technical Working Group for Information Sharing
Fundamentals’, a common number system assumes that the following
organizations are involved in information sharing (see Figure 1):

(1) Information service network system

The Information Service Network System links personal information
among multiple agencies. In addition, this organization checks to determine
whether all personal information is permitted by law to be sent from one
agency to another agency. Basically, information sharing without using the
Information Service Network System is not allowed.

(2) Information retaining agencies

An Information Retaining Agency holds and refers personal
information to the other organizations that have pension, medical care,
welfare, and tax information, for example. Examples of Information
Retaining Agencies include local governments and ministries and
government offices.

(3) Third-party institutions

The third-party institution monitors the Information Service Network
System and the Information Retaining Agency and is responsible for
investigating whether personal information is handled properly from the
viewpoint of laws and regulations.

__ | Third-Party Institution | Laws and regulations | _
Monitoring
\ 4
Y ation Retaining
> Agency
Lo Information
E gj~ sharing _ _
Information forma’ilat)n Retaining
Service Network > gency
System

Figure 1. Schematic diagram of the common number system
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2.3 Evidence Preservation in the Common Number System

When suspected illegal use is investigated, access records in log files
are analyzed. Therefore, how to maintain the integrity of the log file
becomes a significant issue because alteration of digital data is very easy.

Information Retaining Agencies exchange personal information. In this
case, there is a concern about monitoring by the State. As such, it is not
desirable for a single institution to store all personal information®. Thus, the
Information Service Network System must not view the personal
information held by the Information Retaining Agency. On the other hand,
judgment as to whether information sharing is proper is also required.
Therefore, an evidence preservation method that enables verifiability and
concealment of sensitive personal information is needed.

2.4 Log contents in the Common Number System

The following have been discussed as candidates for log contents by
the Technical Working Group for Information Sharing Fundamentals®:

(1) Serial number for data management

(2) Date and time of access for information sharing

(3) Purpose of information sharing

(4) Name of Information Retaining Agency that offers the information

(5) Name of the Information Retaining Agency that requests or refers the
information

(6) Type of personal information for information sharing
(7) Section of the Information Retaining Agency that offers the information
(8) Section of Information Retaining Agency that requests the information

(9) Terminal of the Information Retaining Agency that offers the
information

(10) Terminal of the Information Retaining Agency that refers the
information

(11) Use of personal information
(12) Contents of personal information provided for information sharing

Here, the contents of from (1) to (11) do not involve important personal
information. On the other hand, the contents of (12) include privacy
information. Therefore, we must be aware that the log obtained from the
contents of (12) contains privacy information which even the staff of
government should not know.
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2.5 Information Sharing

Figure 2 shows a schematic diagram of information sharing.
Information Retaining Agency A provides information, and Information
Retaining Agency B refers Information.

Information Retaining Agency A indirectly provides information
through a network information service system. This method prevents the
unauthorized exchange of personal information. There are two methods of
information mediation®. Here, we assume a method that uses a gateway
system. Each agency keeps a log file of information sharing and uses the log
when investigating suspected fraud.

Information Service Network System
-  Log
Data [ __ B Data

| 4
[} [}
: :
| |
| |
| |
| [}
A 4 1

Data Data
L Log L Log
Information Retaining Information Retaining

Agency B Agency A

Figure 2. Schematic diagram of information sharing

3. EVIDENCE PRESERVATION

3.1 Prerequisite
As a prerequisite, we assume the following:

The entire staff of any organization does not cause injustice, but there
Is a possibility that individual staff members may cause injustice.

Staff members of multiple organizations do not conspire.
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Stealing personal information from one’s own organization is another
problem, because this problem exists from old days and its counter method
has been proposed.

Access control is performed in Information Retaining Agency A if the
staff of Information Retaining Agency A without access privileges demands
access to personal information of Information Retaining Agency B.

According to the analysis based on the contents described in Ref.?, we
define the following seven injustices to avoid:

Injustice (1): The staff of the Information Service Network System views
personal information illegally.

Injustice (2): The staff of the Information Service Network System alters a
log file.

Injustice (3): The staff of the Information Service Network System
eliminates log data.

Injustice (4): The staff of the Information Retaining Agency alters a log file.

Injustice (5): The staff of the Information Retaining Agency eliminates log
data.

Injustice (6): The staff of the Third-party Institution alters a log file.
Injustice (7): The staff of the Third-party Institution eliminates log data.

3.2 Prevailing Evidence Preservation

As a method by which to detect tampering of digital data, digital
signatures are generally used. This mechanism is a combination of public
key cryptography and hash functions. Cryptography is also used to encrypt
the data.

3.3 Evidence Preservation Using Encryption

We will present a case in which Information Retaining Agency A uses
encryption to send encrypted data to Information Retaining Agency B (see
Figure 2).

The data, including personal information, is sent after being encrypted
by the Information Retaining Agency, and other information is sent without
encryption, as shown in Figure 3.

D; D11 do not involve personal information.

Since D1, involves personal information, the staff of the Information
Service Network System should not view Dj5.
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(1) Information Retaining Agency sends Dj-+Dii, which includes no
personal information, to the Information Service Network System. The
Information Service Network System is able to inspect D1-+-D1;.

(2) D12, which is not expected to be viewed by the Information Service
Network System, is encrypted using a public key cipher and Information
Retaining Agency B’s public key Pg.

(3) The hash value of Dj-D1, is encrypted by Information Retaining
Agency A’s private key Sa in order to generate the signature.

Di--- Pe(D12) Siga

-
-

Information Retaining Agency A

Figure 3. Data content sent by the Information Retaining Agency

3.4 Verification Procedure

The Information Service Network System verifies the validity of the
data received from Information Retaining Agency A (see Figure 4). This
validation is used to identify alteration after the data is signed at Information
Retaining Agency A. The following method is used for verification:

(1) Compute a hash value from Siga using the public key of Information
Retaining Agency A.

(2) Decrypt Pg(D12) using the private key of Information Retaining Agency
B.

(3) Join D1:+-D12 and calculate the hash value.

(4) Compare the value obtained in (1) and the value obtained in (3). If these
values match, the validity of the data is proven.

3.5 Problems

The Information Service Network System cannot view personal
information because private information is encrypted.

However, in order to satisfy the requirement in step (2), D12 must be
decrypted. If the data is decrypted, the staff of the Information Service
Network System can view the information, and this method cannot satisfy
the requirement described in 3.3.
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For this reason, an evidence preservation method that allows
information privacy and concealment is needed.

h(D1+Da+:--D12) o
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! 1
1
1
!
|
|
|
|
1
1

Di---Du Ps(D12) Siga

<4

Siga=Sa{h(h(D1)+h(D2)+--h(D12))}

v
h(D1+Da+:--D12) —

Information Service Network System

Figure 4. Verification procedure in the Information Service Network
System

3.6 Split Digital Signature Scheme

Even if the above problem is resolved, problems such as the following
signature problem for the log exist.

The split digital signature scheme means that signatures are generated
one at a time from log data. The problem with this method is that we cannot
detect the deletion of log data.

In the case that L, is removed (see Figure 5), the verifier cannot verify
that L, had existed because L; and L3 have no discrepancies.

Therefore, if a log of the Information Service Network System can be
deleted, a detection method is needed.



59

Independent

Independent

i;n |_n

oK,

Figure 5. Split digital signature scheme

4. PROPOSED METHOD

4.1 Verification Procedure

The Information Retaining Agency sends the data that can be disclosed
without encryption and sends the data that must be concealed after
encryption. Before sending these data, the digital signature is calculated for
both the disclosed data and the encrypted data. The Information Retaining
Agency saves the information and the signature as a log. The Information
Retain Agency sends the data that is possible to disclose without encryption
and sends the data that is required to be concealed after encryption. Before
sending them, the digital signature is calculated for both the disclosed data
and the encrypted data.

The Information Retain Agency saves the information and the
signature as a log.

4.2 Proposed Method 1

Figure 6 shows the contents of the data that are sent by Information
Retaining Agency A. The procedure is as follows:

(@ Information Retaining Agency sends Dj--Dii, which includes no
personal information, to the Information Service Network System. The
value of D;--Dy; can be inspected by the Information Service Network
System.

(b) D12, which is not allowed to be viewed by the Information Service
Network System, is encrypted by the public key cipher and Agency B’s
public key Pg. Of course, it is possible to use the method of sending K
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which represents the key of common key cipher and encrypted by the public
key cipher and the public key Pg of Information Retaining Agency B, in
addition to D12, encrypted by a common key cipher and key K.

(c) After calculating the hash values of both data obtained in (a) and (b), a
digital signature is generated using a public key cipher and Agency A’s
private key Sa.

-
-
-

SigA=SA{h(h(D1)+h(D2)+---h(Dw)+h(Pe(Dx))}

Information Retaining Agency A

Figure 6. Data contents sent by Information Retaining Agency

4.3 Verification Procedure at the Information Service
Network System

The Information Service Network System verifies the validity of the
data received from Information Retaining Agency A (see Figure 7) using the
following steps:

(d) Compute the hash value from Siga using public key Pa of Information
Retaining Agency A.

(e) Compute the hash value of D;:-D1; and Pg(D12).

(f) Join the hash values of D1---D;; and Pg(D12), and compute the hash value
of the result.

(g) Compare the values in (d) and (e). If these values match, the validity of
the data is proven.
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Figure 7. Verification procedure

4.4 Verification by a Third-Party Institution

If unauthorized use of personal information is suspected, the
third-party institution conducts an investigation of the Information Service
Network System and the Information Retaining Agency (see Figure 8).

Figure 9 shows the verification procedure of the third-party institution.

First, the third-party institution investigates whether someone altered or
eliminated the log file. If the log has not been tampered with, the third-party
institution examines whether sensitive information has been shared and
determines whether the information was shared appropriately.

If the possibility of improper use is high, the third-party institution
investigates the Information Service Network System, the agency that
provided the information, and the agency that referred the information.

}/-‘.\ Third-party Institution
First Check
investigation * contents

‘-~~ + elimination

Information Service
Network System

Investigste if

| necessary

- \\\>
\\‘___// L
Information Retaining Information Retaining
Agency B Agency A

Figure 8. Verification by a third-party institution
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No elimination of log
at Information Service
Network System

Using
Information

Investigate agencies

14—

Answer the results

Figure 9. Verification procedure performed by a third-party institution

4.5 Safety
In this method, the verifier cannot detect the elimination of the log.

For example, Information Retaining Agency A sends data to
Information Retaining Agency B. Information Retaining Agency B insists
that Agency B did not refer it, and the log data of the Information Service
Network System is eliminated.

In this case, the verifier cannot determine which claims are correct.

4.6 Proposed Method 2

In order to solve the problem whereby the verifier cannot detect
elimination of the log, the Information Service Network System uses a
hysteresis signature, which is needed when the third-party institution
investigates injustice.

4.7 Hysteresis Signature

The hysteresis signature' *? extended from a digital signature is used

here. Figure 10 shows an overview of the proposed scheme using the
hysteresis signature. The terms related to the hysteresis signature are
indicated in Table 1.



Tablel. Terms used in hysteresis signature

L Log data
Si Signature of the i-th
Ci Chain data of the i-th

C: Initial value of the chain data
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Figure 10 shows the case in which Information Retaining Agency Ai
sends data to Information Retaining Agency Bi for the i™ log.
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Figure 10. Overview of proposed method 2

The signature generation procedure is as follows:

(1) For the i log, read log data La; and Sigai.

(2) Chain data Cj.; is set as follows:
(@) If i = 1, then set some constant value to C;.;.

(b) If i is greater than or equal to 2, then read C;.; from the log file.

(3) Join Laij, Sigai, and Cj.; and compute the hash value Ci of the joined data

(see Figure 11).

(4) Encrypt hash value C; using the public key cipher and the secret key of
the Information Service Network System Sy. Obtain Si as Si = Sn(Ci) (see

Figurel?)

(5) Save Laj + sigAi ,Ci,and S;.
(6) i=i+1andgoto(1).
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Lai-1+Sigai1 | Cia Si1
""T""i Hash value
Lai+Sigai Ci

Information Service Network System

Figure 11. Procedure in hysteresis signature

Lai-1+Sigai-1 Ci1 Si1
Encryption e »
: v
Lait+Sigai Ci Si=Sn(Ci)

Information Service Network System

Figure 12. Signature generation in the hysteresis signature scheme

4.8 Verification Procedure

Verification is performed by comparing signature S1 to the latest
signature Sn, as follows:

(1) Compute a hash value by decrypting the latest signature value Sn using
the public key of the Information Service Network System.

(2) Join log data Lan, Sig an, and Cy.1, and compute the hash value C;.

(3) Compare the values of (1) and (2). If the values are equal, then no
alteration has occurred. Otherwise, alteration has occurred.

4n=n-1
(5) If nis greater than 1, go to (1).
Using this method, it is possible to identify the deletion of logs, because
the value of C;.; changes when a log has been deleted.
5. EVALUATON
The evaluated results are summarized in Table 2.
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5.1 Encryption Only

If the Information Retaining Agency uses only encryption, the staff of
the Information Service Network System cannot view personal information
illegally, but the verifier cannot detect the elimination of logs.

5.2 Signature Only

Ordinary signatures can detect an alteration of log data. However, there
exists the possibility of unauthorized viewing of sensitive data within the
Information Service Network System. In addition, the verifier cannot detect
the elimination of logs.

5.3 Proposed Method 1

Personal information is encrypted by a secret key of the Information
Retaining Agency. Therefore, the staff of the Information Service Network
System cannot view the information without the secret key of the
Information Retaining Agency. Acquisition of the secret key is very difficult
by individual staff members of the Information Service Network System.
On the other hand, this method discloses information that is necessary to
validate information sharing and allows verification and concealment.

If a staff member of Information Retaining Agency B has engaged in
unauthorized information sharing, the possibility exists of falsification of
log data that is held by Information Retaining Agency B. However, the
Information Service Network System and Information Retaining Agency A
also hold the logs. Therefore, falsification is determined by comparison of
log data in Information Retaining Agency B and the Information Service
Network System or Information Retaining Agency A. However, the verifier
cannot detect the elimination of a signature when the ordinary signature
scheme is used. Therefore, the authenticity of the log data becomes unclear
when the agency that refers the information insists that the agency does not
demand the information.

5.4 Proposed Method 2

In order to solve the problem of method 1, a hysteresis signature is
used. The hysteresis signature constructs a chain structure between
signatures and enables detection of the elimination of log data'***, thereby
solving the problem of method 1. The elimination of log data of the
Information Retaining Agency is not able to be detected internally because
we assume the use of a hysteresis signature only by the Information Service
Network System. However, comparison of the log data from the
Information Service Network System to the log data of the Information
Retaining Agency enables us to prove the elimination.
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Moreover, in the case of Figure 10, malicious staff members cannot
alter log data without the secret keys of the Information Service Network
System, Information Retaining Agency A, and Information Retaining
Agency B. In this way, the integrity of electronic data can be improved by a
hysteresis signature when multiple agencies are involved.

Table2. Comparison of the proposed schemes

Only encryption ~ Only signature  Methodl  Method2

Injusticel O X O O
Injustice2 O O O
Injustice3 X X X O
Injustice4 X O O O
Injustice5 X X X A
Injustice6 X O O O
Injustice7 X X X AN

Note: O: Effective method, x: Not effective method, A: Impossible to prevent, Possible to
detect

6. CONCLUSIONS

In this paper, we proposed and evaluated an evidence preservation
method in order to solve a problem of a common number system.

According to the evaluation results, proposed method 1 enables both
confidentiality and verifiability to be maintained, but the verifier cannot
detect elimination of log data. On the other hand, proposed method 2, using
a hysteresis signature, enables the detection of log data elimination. This
scheme can cope with all assumed injustices.

In the future, it will be necessary to increase implementation efficiency
and perform an evaluation of data security in more detail.
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