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ABSTRACT

The fact that trust has a specific influence upon individuals’ adoption
of internet banking has been proven in previous research. However, only
few cues about the related evaluation of trust in the online environment are
provided and the definition of trust is still ambiguous. Therefore, an
integrated SRT (Security-Risk-Trust) model is proposed in this research to
explain (1) the relationships among trust and the other highly relevant
factors, perceived security and perceived risk; as well as (2) the effects of
the above three factors on individuals’ adoption of internet banking. An
empirical study is accordingly conducted and the data comes from three
universities in north Taiwan, and includes 188 students and faculty. Two
results are obtained: first is that perceived security is an important
antecedent of trust and perceived risk; second is that perceived security has
both direct and indirect effects upon individuals’ adoption of internet
banking. Hence, we suggest that the management of internet banking should
put more emphasis on implementing novel information security mechanisms
and marketing methods to increase individuals’ perceived security, which is
crucial to their internet banking adoption.
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1. INTRODUCTION

Banking services play a crucial role in modern society. With rapid and
rising development of the Internet, service channels of traditional banks
have broadened to the Internet. According to GIA estimation®, the number
of the global users of internet banking will reach to 657.2 million by 2015,
which shows that internet banking will become a significant channel for
existing banks. Therefore, the motivation of this research is to determine the
factors that influence individuals’ internet banking adoption. Given that
banking services are highly involved with sensitive information such as
finance, privacy, and transactions, the issues about the safety of the sensitive
information like security, risk, and trust, can be regarded as the main
consideration of individuals’ internet banking adoption.

In previous research, trust has been seen as an important factor that has
decisive influence on individuals’ adoption of online services? 4> & 78
Under this condition, individuals’ trust in internet banking determines their
adoption® ** 112 Nevertheless, relevant evaluation and definition of trust in
the online environment are indefinite'®. For example, McKnight et al.**
posited structural assurance trust as the security for guarantees, safenets, or
other objective structure in a special context, which implies the intensive
association between trust and security. Furthermore, Mayer et al.* defined
trust as “the willingness of a party to rely on the actions of another party
even in the unmonitored circumstances which may lead to the damage of the
Trustor” (p. 712). The argument suggests the high involvement between
trust and risk.

Despite the above trust-related statements, seldom research
simultaneously covers and studies the issue of trust and the other two
factors, risk and security. In addition, Lichtenstein and Williamson® and
Zhao et al. argued that risk has effects on individuals’ internet banking
adoption, while an InsightXplorer investigation assumed that security has
the same influence®’. Therefore, an integrated SRT (Security-Risk-Trust)
model is proposed to determine (1) the relationships among security, risk,
and trust, as well as (2) the effects of the above three factors upon
individuals’ internet banking adoption.

The remainder of this research will be organized as follows. Section 2
offers the theoretical foundation of the SRT model. Section 3 gives the
description of the research methodology and the empirical results. Section 4
demonstrates the theoretical and practical implications, limitations, and
future research. The last section presents the conclusion.



Chorng-Shyong Ong and Yi-Luen Lin 345

2. THEORETICAL BACKGROUND
2.1 Trust

Primitive research of online trust in 1990s mostly focused on the
definitions and the constructs** *°. With the increasing growth of the
Internet, a great diversity of online service has been shown. Limited by
spatial and temporal separation, trust between internet service providers and
users is hardly to be built through virtual interaction. To respond to this
tendency, trust-related research turned to two directions: (1) to determine
the antecedents of trust within online service to strengthen trust®*°, and (22
to study the applications of trust for the online services like e-commerce® ®
8 online investment’, knowledge sharing®®, and internet banking® 2.

Ability, benevolence, and integrity are proposed as the fundamental
facets of trust'®. Later research separated the concept of trust into two parts:
trusting beliefs and trusting intention'®. Moreover, the combination of the
mentioned research for the definition of trust is broadly adopted in diverse
domains of the online environment® % 12 1% 2 |n this research, therefore,
trust is defined as an individual’s belief in ability, benevolence, and integrity
to an internet bank. These three dimensions are also applied in the
measurement items of trust.

In the internet banking sector, trust has been proven as a major factor
of individuals’ internet banking adoption” ** ** 2, Different from traditional
banking, internet banking has certain difficulties in establishing individuals’
trust in the lack of physical contact and face-to-face service. Consequently,
trust can only be formed through individuals’ reliance on the
accomplishment of transactions and the confidentiality of sensitive
information. Once trust is set up, individuals will have faith in an internet
bank’s capability to perform the transactions properly, as well as in its
willingness to follow the obligations and in its discipline to avoid
opportunistic behaviors. Hence, more individuals have the intention to adopt
an internet banking platform. The hypothesis is proposed as follows:

H1: Trust is positively related to internet banking adoption.

2.2 Risk

Risk, defined as the uncertainties of the results beyond an individual’s
view or control, may lead to damage. Due to the open nature of the online
environment, individuals are exposed to threats of malicious attacks.
Likewise, Featherman and Pavlou™ proposed specific risk-related constructs
that influence individuals’ adoption of online services. Before the initiation
of internet banking adoption, individuals expressed a great concern about all
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sorts of risks, such as the uncontrollable domination of sensitive
information® 1% 2223, 24,

Accordingly, the next question is how to evaluate risk. Risk cannot be
easily captured via objective indicators. For example, there is no absolute
linear relationship between the quantity of disclosed privacy of an
individual and his perceived level of risk. Here, a subjective term called
perceived risk is adopted to describe risk, and its definition, the potential of
loss in internet banking adoption, is revised from the previous research®.
Furthermore, what we focus on in perceived risk are its privacy, finance,
performance, and security.

The strong parallel between risk and trust can be traced from their
association with the estimation of uncertainties while their indistinct
relationship needs to be resolved. Corbitt et al.? argued that perceived risk
has negative effects on trust. In addition, prior research also claimed that
perceived risk has negative influences on intention to use®® %% |n the
internet banking context, high perceived risk will not only reduce
individuals’ trust upon internet banking, but will also lessen their
willingness to adopt internet banking with the concern of high potential
loss® *°. Hence, we propose hypotheses as follows:

H2: Perceived risk is negatively related to internet banking adoption.
H3: Perceived risk is negatively related to trust.

2.3 Security

Security is a major concern that contributes to an individuals’ desire to
adopt online services®® ?’, because security events, ranging from privacy
disclosure to financial loss, may cause certain damage to individuals whose
willingness to apply online service is thus lessened. In this case, the
enhancement of security for the services provided by online service
providers would be helpful to reduce the service uncertainties, decreasing
perceived risk?, and even increasing trust” > % # as well as adoption rates.

In the process of evaluating security, objective indicators, such as
investment in security equipment, cannot be the embodiment of the
subjective measurement within individuals. Therefore, the term perceived
security, adapted from the prior research® is applied to illustrate the
concepts of security and is revised as “the subjective probability with which
people believe their sensitive information will not be viewed, stored or
manipulated during transit or storage by inappropriate parties, in manner
consistent with their confident expectations.”



Chorng-Shyong Ong and Yi-Luen Lin 347

Like trust and perceived risk, perceived security is an important factor
that influences individuals’ internet banking adoptionzg‘ 2 30 The
implementation of novel information security mechanisms could prevent an
internet bank from malicious attacks, ensure the confidentiality of the
sensitive information, and perform the transactions properly. Consequently,
individuals’ anxieties toward risk will be reduced and their internet banking
adoption will be increased through their belief in the ability, the
benevolence, and the integrity of an internet bank to finish the transaction®.
The hypotheses are proposed as follows and the SRT model is illustrated as
Figure 1.

H4: Perceived security is positively related to internet banking adoption.
H5: Perceived security is positively related to trust.

H6: Perceived security is negatively related to perceived risk.

Perceived
Security

Internet Banking
Adoption

Perceived
Risk

Figure 1. SRT Model

3. RESEARCH METHODOLOGY

3.1 Instrument Development

The items are adapted from the previous research and the details are
presented in the Appendix. A Likert 7-point scale is adopted for all
measures, ranging from strongly disagree (1) to strongly agree (7). For the
consideration of face validity, three Ph.D. students are consulted to check
the description of the survey items.

3.2 Data Collection

Three hundred sixty-two questionnaires were distributed to the students
and the faculty of three universities in north Taiwan. Excluding the
respondents without internet banking adoption and unqualified
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questionnaires (e.g., all items were filled in 7), 188 questionnaires were
valid (response rate is 51.93%). The internet bank mainly used by each
respondent was designed as the target, which included Chunghwa Post (34),
Chinatrust Commercial Bank (26), Bank Of Taiwan (23), Hua Nan
Commercial Bank (22), and Cathay United Bank (20). All the details of
descriptive statistics are presented in Table 1.

Table 1. Descriptive Statistics of the Respondents

Measure Items Freq. Percent
Gender Male 107  56.91
Female 81 43.09
Internet Banking Experience 1<12 gg gggg
(in years) >3 71 3177
<1 19 10.11
Internet Banking Frequency 1-2 93 49.47
(per month) 3-5 43 22.87
=6 33 17.55
=20 28 14.89
21-25 50 26.60
Age 26-30 38 20.21
31-35 37 19.68
36-40 21 11.17
=41 14 7.45
Senior High School 4 2.13
Education College & University 127  67.55
Graduate School 57 30.32

3.3 Structure Model

The software SmartPLS 2.0 M3 with 500 bootstrapping samples
broadly applied to the guantitative research in the information management
field®® is used to analyze the proposed model. First, we consider the
composite reliability of the instrument and then drop the items with cross
loading smaller than 0.6. The deleted items of trust approximate to the prior
research®. Accordingly, the values of composite reliability among the
constructs are greater than 0.7, the values of Cronbach’s a are greater than
0.8, and the values of AVE are greater than 0.6. The descriptive statistics,
correlation, and cross loading of the constructs are presented in Table 2, 3,
and 4, respectively.
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Table 2. Descriptive Statistics among Constructs

ltems Mean S.D. Cronbach’s a ggﬂ‘a%olfl'ttj AVE
Internet Bank
Adoption (IBA) 4 529  1.07 0.95 0.97 0.87
Perce(';,’g; Risk 9 338 133 0.92 0.93 0.60
Perce"’fgsiec””ty 4 481  1.28 0.95 0.97 0.87
Trust (TU) 4 471 110 0.83 0.89 0.66
Table 3. Correlation among Constructs
IBA PR PS TU
IBA 0.94
PR -0.41 0.77
PS 0.49 -0.48 0.93
TU 0.51 -0.44 0.67 0.81
Note: The bold is the square root of the AVE.
Table 4. Cross Loadings among Items
Items IBA PR PS TU
IBA1 0.92 -0.37 0.46 0.48
IBA2 0.95 -0.40 0.47 0.51
IBA3 0.94 -0.37 0.42 0.43
IBA4 0.94 -0.38 0.48 0.49
PR1 -0.21 0.61 -0.13 -0.12
PR2 -0.32 0.71 -0.20 -0.20
PR3 -0.27 0.76 -0.27 -0.31
PR4 -0.22 0.81 -0.34 -0.31
PR5 -0.38 0.88 -0.53 -0.45
PR6 -0.38 0.89 -0.50 -0.46
PR7 -0.35 0.81 -0.37 -0.37
PRS -0.25 0.63 -0.17 -0.16
PR13 -0.36 0.80 -0.50 -0.41
PS1 0.47 -0.44 0.94 0.64
PS2 0.49 -0.50 0.94 0.64
PS3 0.44 -0.45 0.93 0.64
PS4 0.44 -0.40 0.93 0.58
TU1 0.46 -0.42 0.58 0.88
TU2 0.35 -0.34 0.49 0.83
TU3 0.37 -0.30 0.53 0.77

TUG 0.47 -0.35 0.55 0.77
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Figure 2 illustrates the results for the SRT model, and the hypotheses
1 to 6 are all supported. Perceived security has direct and indirect effects
(via perceived risk and trust) upon internet banking adoption. Also,
perceived security has strong and direct effects on trust, and it has indirect
influence on trust by reducing perceived risk. Trust is well interEJreted by the
relationship among perceived security and perceived risk (R” = 0.46). In
addition, perceived security has strong effects on reducing perceived risk.
Therefore, perceived security is deduced to be the important antecedent of
perceived risk and trust.

2
R =0.46

Internet Banking
Adoption

Perceived
Security

R =033
Perceived
Risk

-0.18"

-0.48™

* *kk

p<0.05, p<0.01, p<0.001

2
R =0.23

Figure 2. Results for SRT model

4. IMPLICATIONS

4.1 Implication for Theory

In previous research, trust has been proven to be one of the important
antecedents for individuals to adopt internet banking® ** ** 2 and it is
highly relevant with risk and security. However, the relationships among
them are not stated very clearly. In this research, perceived security is the
fundamental antecedent of trust, risk, and internet banking adoption.
Perceived risk and trust are the mediators between perceived security and
internet banking adoption. Moreover, perceived risk is a significant
predecessor of trust and internet banking adoption.

4.2 Implication for Practice

Highly perceived security not only reduces an individual’s perceived
risk but also enhances his trust in the internet banking context, which allows
for a higher adoption rate. Since perceived security plays such an important
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role for individuals to adopt internet banking, the management of internet
banking should pay more attention to strengthen individuals’ perceived
security, such as implementing novel information security mechanisms and
marketing methods. For example, an internet bank can implement 1024-bit
public key algorithm to reveal digital signature, or apply a SHA-2 hash
function to prevent the transmitted message from altering. It’s worth
mentioning that implementing security technologies is the first step, while
the second step is to demonstrate the function and protection of these
mechanisms to individuals. The technical statement of security technologies
should be concise and precise for individuals whose perceived security is
thus possibly strengthened.

4.3 Limitations and Future Research

The general concepts for individuals to adopt internet banking have
been taken into discussion in this research. In consideration of internet
banking diversities, however, the target could be focused on specific internet
banks. In addition, the expertise of the Internet or information technology
may have influence on perceived security, perceived risk, and trust in
internet banking. During our interview, for example, a respondent who was
an IT professional directly expressed his distrust in internet banking, which
can be compromised anytime. Consequently, the consideration of IT
expertise should be included in future research.

Trust in the brand of a bank is relevant with its internet banking
service; individuals may adopt specific internet banking due to the physical
bank’s reputation. Here, it is an interesting question to distinguish the
transference of brand effects from physical banks to their internet banking.
Beyond internet banking adoption, how to keep customers using internet
banking is the next question. Therefore, continued usage of internet banking
and its antecedents should be determined.

5. CONCLUSIONS

We propose an integrated model, called the SRT model, to illustrate the
relationships among perceived security, perceived risk, and trust, as well as
the effects of those factors on individuals’ internet banking adoption. The
empirical study shows that perceived security is the important antecedent of
trust and perceived risk, and it is highly involved with them. In this regard,
security should be considered in trust and risk related research. Meanwhile,
perceived security is also a vital factor that influences individuals to adopt
internet banking. Hence, the management of internet banking should put
more emphasis on how to increase individuals’ perceived security.
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APPENDIX
Appendix A. Questionnaire Items
Iltems  Descriptions Source
IBA1  Assuming that | have access to internet banking, | intent to use them. 10
IBA2 | intend to use internet banking if the cost and times is reasonable for
me.
IBA3 | believe | will use internet banking in the future.
IBA4 lintend to increase my use of internet banking in the future.
pS1 I would feel secure sending sensitive information (e.g., transaction 23
information) across this internet bank.
PS? This internet bank is a secure means through which to send sensitive
information (e.g., transaction information).
I would feel totally safe providing sensitive information about myself
PS3 L
over this internet bank.
Overall, this internet bank is a safe place to transmit sensitive
PS4 ; < )
information (e.g., transaction information).
PR1 I will lose money. 9
PR2 I will lose control of my bank account.
PR3 My money loss will not be covered by this internet bank.
PR4  Others will know my personal details.
PR5  Others will misuse my data.
PR6 | will lose control of my personal data.
PR7  This internet bank will not work as | expect.
PR8  This internet bank will have technical problems.
I will have to be careful when | use this internet bank because | need
PR9 , .
to ensure | don't make mistakes.*
PR10  Fake internet banking web servers may be shown online.*
PR11  This internet bank can be attacked.*
PR12  This internet bank will not work properly.*
PR13  This internet bank is not secure.
TU1l  This internet bank is trustworthy. 8
TU?2 This ir_lternet bank wants to be known as one who keeps promises and
commitments.
TU3 | trust this internet bank keeps my best interests in mind.
TU4 | find it necessary to be cautious with this internet bank. [reverse]*
TUS This internet bank has more to lose than to gain by not delivering on
their promises.™
TU6  This internet bank's behavior meets my expectations.
TU7 This internet bank could not care less about servicing a person from

Taiwan. [reverse]*
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