International Journal of
Electronic Commerce Studies
Vol.1, No.2 , pp.117-138, 2010

A PATTERN SEARCH IN DATA ANALYSIS

Chun-Hung Tzeng,
Ball State University, Indiana, USA
tzeng@bsu.edu

Fu-Shing Sun,
Ball State University, Indiana, USA
fsun@bsu.edu

ABSTRACT

This paper introduces a probabilistic model of two-class pattern
recognition. The measurable sets are defined by a similarity, which is a
reflexive and symmetric binary relation. The heuristic information model is
formulated by a type of data clustering called representative clustering. The
heuristic information about a data record is a data subset containing the
record, which is computed by comparing the record with all representative
records. For the corresponding classifiers, both Bayes and Neyman-Pearson
Theorems are proved in this paper. In application, the knowledge
discovering process searches for similarity and representative clustering in a
training data set. The evaluation is extended to records in a testing data set.
The experiment shows the trade-off between the number of representatives
and classifier performance.

Keyword: Pattern-recognition, Similarity, Representative,
Heuristic-information

1. INTRODUCTION

Pattern recognition involves guessing or predicting the unknown nature
of an observation. In a classical formulationl’z, an observation is a
d-dimensional vector x. The unknown nature is a c/ass, which is denoted by
v and takes values in a finite set C = {0, 1, 2 ..., M}. The task is to create a
classifier, which is a function g:R‘ — C. The value g(x) represents the
guess of y, given x. A probabilistic setting ' considers a random pair (X, Y)
on RY x C, of which a distribution describes the frequency of encountering
particular pairs in practice. The error rate of g is L(g) = P(g(X) # Y).
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In the two-class problem C = {0, 1}, there are other types of errors-:
the false positive rate I\ ( g) and the false negative rate VY ( g). The basic
information about a given X = x is the posterior probability:
n(x)=P(Y=1|X=x) . For a real 6(0<6<1), the classifier g, 1is
defined as g, (x) = 1 iff n(x) > 0. In classical theory, Bayes Theorem shows
that the Bayes classifier g, has the minimal error rate. Neyman-Pearson

Theorem shows that gyfor some 6 minimizes the false negative rate if the
false positive rate is required to be kept under a certain level.

In most cases, the distribution of (X, Y) is unknown. The design of a
classifier is based on a training data set {(Xi,Yi) | 1 <i < n}. Many

classification rules have been proposed'”. For example, the k-nearest
neighbor rule takes a majority vote over theY;’s in the subset of k pairs

(X,.Y,) that have the smallest values|l X, —x .

To classify a given observation X = x, a classifier usually searches first
for information about x from certain knowledge discovered from the training
data set and then makes the decision. The searched information is often
incomplete. This paper calls such information heuristic information. A
formal probabilistic formulation of heuristic information has been
introduced®, which is represented by a partition {P,,P,...} of the random

space X. For an observation X = x, the search computes the particular P, for
which xeP, . Then, the decision is based on the posterior probability
P(Y = 1| XeP,). Inthe rough set terminology™ ®’, the set of the members

of the same class (1 or 0) is a rough set, and the partition is an
approximation. The boundary consists of the partition members with the
posterior probability strictly in the open interval (0,1). That is, the

members consist of both classes of records.

In data mining, similarities play a central role. For example, the
k-nearest neighbor rule uses Euclidean distance to measure similarities.
Most similarity measures are reflexive and symmetric. Using the two
properties as a formal similarity, this paper introduces a probabilistic pattern
recognition model. The first step of knowledge discovery is to search for a
similarity, so that similar X,’s are likely of the same class. The second step

is to compute a data cluster based on the similarity. There are two goals in
this process: each cluster should contain as many X,’s as possible, and a
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high percentage of X,’s in each cluster should belong to one class. That is,
each cluster should exhibit a typical pattern of X, ’s.

This paper develops a mathematical theory of this approach for a
general data set, not restricted to the real . The similarity is called a
tolerance relation®. A space Q with a tolerance relation & is called a
tolerance space, denoted by Q°. The neighborhood of an element x is the set

of all elements similar to x, denoted by §(x)={ueQ|§(x,u)}. All
neighborhoods generate the Borel field &, . The probabilistic pattern

recognition is based on the measurable space (Q° Fz). The probability is
represented by a random pair(X,Y) ,XeQand?Y {0, 1}. A classifier is a

measurable function g : Q —{0, 1}. About a given X = x, the full
information is the posterior probabilityn(x)=P(Y =1| X € x), where x is
the minimal measurable set containing x. Both Bayes and Neyman-Pearson
Theorems are true in this abstract model.

Heuristic information is derived from a representative clustering

R. = {n,r, ...,r,}, of which the neighborhoods& (r,)’s cover the whole

5 =
space . These neighborhoods do not form a partition in general and
generate a Borel subfield, which is the heuristic information model in this
theory. About a given value X = x, the heuristic information in this subfield

is the smallest measurable set 4 containing x, which is computed by

comparing x with the representatives. The heuristic decision is then based
on the posterior probability P(Y =1| Xe€4,).

In application, the similarity and representative clustering are searched
in a training data set {(X i,Yi)}. To measure the choice of similarity, this
paper computes the number of surprising X, ’s and the conditional
probability of two X, ’s being of the same class, given that they are similar.
There should be as few surprising records as possible, and the conditional
probability should be as large as possible. To measure performance, this
paper uses error rates and ROC (i.e., Receiver operating characteristic )
analysis. A good prediction is expected if the similarity ¢ is suitable and the

training data set contains all typical patterns. The experiment demonstrates
the trade-off between computations and classifier performance.

The rest of this paper is organized as follows. Section 2 introduces the
mathematical model of the pattern recognition on a tolerance space. Section
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3 introduces the application in supervised learning. Section 4 describes the
experiment. Section 5 provides the conclusion.

2. MATHEMATICAL THEORY

2.1 Tolerance space

Let Q be an abstract finite set. A binary relation & on  is a subset of
the Cartesian producté c Qx Q.

Definition 2.1 A folerance relation & on Q is a reflexive and symmetric
binary relation; that is, (x, x) € forany & e Q), and(x,y) eE=> (y,x) e&.

The set O with a tolerance relation & is called a folerance space,
denoted by Q°. We also use & as a predicate: &(x, y) iff (x, y) € & If &x, y),
we say that x is &-similar to y, or x and y are &-similar. We may omit & when
there is no ambiguity. Any undirected graph is a tolerance space (and vice
versa), where Q is the set of all vertices, and two vertices are similar if they
are the same vertex or if they are adjacent (e.g., Figure 1).

The minimal tolerance relation is the discrete tolerance relation
{(x,x)|x €}, where each x is similar only to itself. The corresponding

tolerance space is called the discrete tolerance space, denoted by Q°. The
maximal one is QxQand is called the trivial tolerance relation, where
each x is similar to all members in Q. The corresponding tolerance space is

the trivial tolerance space, denoted by Q.

Doy |
s

Figure 1. A tolerance space and a minimal representative clustering.
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For each xeQ® , the set &(x)={ueQ|&(x,u)}t is called the
neighborhood of x. Letq%be the Borel field generated by all neighborhoods.

The pair (Q ,%.)is a measurable space, and each element of Z; is called a
E-measurable set. For example, consider Q = R" (the n-dimensional
Euclidean space) and the tolerance relation &(x, y) iff l[x—yll<e for a
fixed given € > 0, where || x— y|lis the Euclidean distance between x and y.
Then the corresponding F is the collection of all Borel sets in R".

For any x € Q°, the singleton {x} is not always &measurable (i.e., in
Fz). In Figure 1, for example, the singletons {3}, {4}, and {5} are
&-measurable, but {1}, {2}, {6}, and {7} are not &-measurable. Two
elements x and u in Q° are indistinguishable, denoted by x ~ u, if they have
the same neighborhood (i.e., &x) = &u)). Note that ~ is an equivalent
relation. Let x = {u | u ~ x}, the set of all indistinguishable elements of x,
which is called the indistinguishable set of x and satisfies

x=[) éw- | éw.

ueé(x) u¢s(x)

In Figure 1, for example, 1 = 2 ={1,2}and 6 = 7 ={6,7}. The
set x 1isthe smallest &-measurable set containing x.

A function from a tolerance space to another tolerance space
f:Q° > ®° is measurable if (A) e, for all 4e¥,. A measurable
function maps indistinguishable elements into indistinguishable elements.

Theorem 2.1 Ifx~ yin Q° and the function f:Q° — ®° is measurable,

then f(x)~f(y) in @

Proof. Leta = f (x) Since a is ¢ -measurable and x is the smallest

-measurable set containing x, the inverse f '(a) is &-measurable and
g

hence contains X . Therefore, yexc f'(a) , that is, f(y)ea and

J)~ 1)

A function [ :Q —> ®¢ from an arbitrary set Q to a tolerance space ®°

defines a tolerance relation & on Q: EAx, u) for x, u € Q if f{x) and f(u) are
(-similar in @°. The function f is measurable. For example, in a data
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pre-processing f: Q — @, each similarity in the feature vectors (i.e., @)
defines a similarity in the original data set Q.

2.2. Pattern recognition and classifiers

Pattern recognition involves about guessing or predicting the
unknown nature of an observation. Formally, we use x to denote an
observation and Q to denote the space of all possible observations. This
paper considers only two classes, normal and anomaly, denoted by 0 and
1. In the following, we introduce a probabilistic model of pattern
recognition in a tolerance space.

A probability measure of a tolerance space Q° is a probability
measure p of the measurable space (€2, Fz). Given the probability space
(Q2, ¥z p), each measurable function f : Q° — ®° defines a probability
measure 4 in (D%, ) as follows. For any measurable set A € , p: (A) =

u(f(4).

Let (QQ, g, ) be a probability space. Let (X, ¥) be a random pair taking
their respective values from Q and {0, 1}. The random pair is defined by a
pair (u, 1), where u is the probability measure of X and 7 is the posterior
probability, given the value of X. That is, for any 4 € ¥, P(X € 4) = w(A4),
and for any x € Q, n(x)=P(Y =1|X €Xx). Note that n is measurable

(relative to %), and n(x) = n(y) if x and y are indistinguishable. Formally,
we have the following definition:

Definition 2.2 The quadruplet (0, 7z, u, 1) is called a pattern recognition
in the tolerance space -,

In pattern recognition, one creates a classifier g: Q — {0, 1} to
represent one’s guess of y, the class of the given observation x. The
classifier errs on x when g(x) # ». In this paper, we only consider
measurable classifiers, which always assign indistinguishable observations
(i.e., elements) to the same class. In the following, we omit the similarity
notation &.

Definition 2.3 A classifier in the tolerance space Q is an F -measurable
function g:Q — {0,1}, where {0, 1} is treated as the discrete tolerance
space.
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For a classifier g, the error rate L(g) is the probability of error:
L(g) = P(g(X)#Y) = | P(g(X)# Y| X € ¥)d u(x).

The false positive rate L'”(g) and the false negative rate L'V (g) are

L”(g)=P(g(X)=1]Y =0),
LV(g)=P(g(X)=0|Y =1).

Their relation is
L(g)=L"(g)P(Y =0)+ LV ()P(Y =1).

Definition 2.4 Let 0 < 6 < 1. The classifier gy is defined as follows:
g (x) =01if n(x) > 0 ; otherwise, g, (x) =0.

Note that gy is Fmeasurable and that if n(x) €{0, 1} (ie., any
indistinguishable elements are of the same class), then L(gy) = Lo (go) =
L%(gs) = 0 for 0 < 0 < 1. The classifier gosis the Bayes classifier, and
L(gos) is the Bayes Error. Similar to classical theory ', we present
following two theorems:

Theorem 2.2 (Bayes) For any classifier g, L(gos) < L(g).

Proof. Let A" ={x|g,s(x)=1} and 4 = {x | g(x) = 1}. For any given
x €Q, we have the conditional probabilities:

P(g(X)2Y|Xex)=P(g(X)=LY=0|Xex)+
P(g(X)=0,Y=1|X eX)

=1,(0)PY =0|Xex)+(1-1,(x)P(Y =1| X %)
=1,(x)(1-7(x))+ (1 -1, () (x)
=1,(x)(1-2n(x))+n(x),

similarly

P(gys(X)# Y| X ex)=1 . (x)(1-2n(x)) +71(x),
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where 1, and 1 .are the indicators of the sets 4 and 4", respectively.
Thus,

P(g(X)#Y| X eX)~P(g,(X) Y| X eX)
=(2n(x)-DA . (x)-1,(x)) 2 0.
Therefore,

L(g)~ L(gy5) = | [P(&(X) # Y | X € %)~ P(g,5(X) # ¥ | X € )l p(x) 2 0.

Theorem 2.3 (Neyman-Pearson) For any classifier gand 6 (0 < 8< 1), if
LV(g)<L"(g,), then L(g) = L go).

Proof. Assume that L'”(g) < L'”(g,) . That is,
P(g(x)=1,Y =0)< P(g,(x)=1,Y = 0).

Let A={x|g(x)=1},4, ={x|n(x)> 0}, W=A-4,, Z=A4,- A, and
Y=ANA4,.

Note that all of these sets are F -measurable, n(x)>6 on Z, and
n(x)y<@onWw.

We have

P(g(X)=1Y=0)=[ P(g(X)=1Y=0|X e ¥)du(x),
and

P(g(X)=1Y=0|X €X)=1,(x)(1-n(x)).
Therefore,

P(g(X)=1Y =0) = u(4) - | n(x)du(x).
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Similarly,
P(gy(X)=1Y =0)= pu(4y) - L(, n(x)d p(x).
The assumption implies that

()= NG p) < u(4) = [ n@du().

Since jWn(x)du(x) <Ou(W)and jzn(x)d u(x) > 0u(Z), we have

uW)<u(2).

Now show that L' (g) > LV (g,) :
P(g,(x)=0,Y =1) < P(g(x)=0,Y =1).
Since P(g() =0.Y =1| X €X) = (1-1,()n ().
P(g(X)=0,Y =1)=1- [ n(x)dpu(x)
=1- [, n(0d ()~ [ nGd pex).
Similarly,
P(g,(X)=0,Y =) =1~ n(x)du(x) = [ n(0)du(x).
Therefore,
P(g(X)=0,Y=1)-P(g,(X)=0,Y =1)
= |, nC0d ()= [, n(0)d u(x) 2 0(u(Z) = () 2 0.
The Bayes classifier is an optimal classifier if we are required to

minimize the error rate. If the false positive rate L'” is required to be kept
under a certain level, then g, minimizes the false negative rate L for

some 6.
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2.3 Representative data clustering and heuristic
information

In the pattern recognition defined above, the posterior probability 7 is
usually unavailable or is difficult to compute.In this section, we introduce
an estimation of the posterior probability based on a heuristic information
model, which is derived by data clustering. We first introduce a formal
model of the heuristic information.

We introduce data clustering in a tolerance space Q°. ' Each x € Q
is called a representative of its neighborhood &(x). A set of elements

{rl,...,rk} is a representative system of the tolerance space Q° if the

corresponding neighborhoods cover the whole space Q°. A representative
system {rl,...,rk} is minimal if there is no other representative system with

fewer than &£ members. The concept of minimal representative system comes
from Maak.'”. Tzeng applies the minimal representative system in
tolerance space.

A representative system forms a clustering of the tolerance space in
which the clusters are the corresponding neighborhoods. We call this a
representative clustering. Note that the clustering is generally not a partition

(e.g., Figure 1). Let R§={lq,...,rk}be a minimal representative system. The

neighborhoods of 7,’s generate a partition by set intersection:
{41i=1,..,n}.

The value n is normally greater than k. For example, the partition in
Figure 1 1s {{1, 2}, {3, 4}, {5}, {6, 7}}. For anxe(2, the member 4
containing x is computed as follows. We compare x with the &
representatives. LetS _be the set of all representatives similar to x and

N,=R.-S, . Then
4=sm-Jem.
res, reN,

Given x, the information xe4, will be used to compute the estimation
of ;1 P(Y=1|X € 4,). Since each A4 is F-measurable, the Borel field ©
generated by the partition is a subfield of #: ® < . The conditional
expectation of 1, no = E(n | D), is constant on all elements of 4, :



Chun-Hung Tzeng and Fu-Shing Sun 127

7o () =%4> (0du() = P(Y =1/ X € 4)

We use the following definition:
Definition 2.5 Given a representative system R., the Borel subfield @ is
called the heuristic information model relative to R, , and n, =E(n|®) is
the estimation of 1 based on D.

Each representative in R, is called a typical pattern of Q relative to the

similarityé. For each x, the partition member 4 containing x is the heuristic

information about x. We consider classifiers based on the representative
system R, .

Definition 2.6 A R, -classifier is a O-measurable classifier.

Note that a R, -classifier gR§ is a constant function on each 4 :

gR5 (x)= ch. 1, (x), where ¢; € {0, 1} is the value of gR§ ondand 1,is

the indicator of 4, for each i. Since any R, -classifier gR§ is a classifier in the

tolerance space Q, L( ng‘) > L(gos). For R, -classifiers, we have the
following definitions and theorems:

Definition 2.7 For each 6, 0 < 6 < 1, the R, -classiﬁerggf‘ (x)=1iff
n,(x)>0.

Theorem 2.4 The Bayes R, -classifier g% minimizes the error rate of all

Ré -classifiers.

Theorem 2.5 (Neyman-Pearson Theorem) For any R, -classifier gR*‘ , if
LV(g")<L%(gy"), thenZ®(g™)2L"(g;").

In application, the Bayes error L( g(f :) should be as close to the

original Bayes error L(gos) as possible. To be a typical pattern, each
representative 7, should be similar to as many records as possible.
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In the rough set terminology °, the set of the members of Class 1 is a
rough set, and the partition{Ai} is an approximation. The boundary is the

set of the members in which0 <7, (x)<1.

3. APPLICATION: SUPERVISED LEARNING
3.1 Training Data Set

This section introduces a learning process from a given training data
set {(Xi,Yi) |1 <i<n}. We assume that the data (ie., (X,Y), ..,
(X
random pairs.

Y ) ) comprise a sequence of independent identically distributed

n’

Each X; in the training data set is called a record, which usually
consists of several numerical or categorical components. The class Y is

binary; that is,Y; E{O,l}. Let Q = {Xi| ISiSn}. Note that |Q| < n,
because it is possible that X, =X for different / and j. For each xeQ,

consider the following two counts:

f,(x)={i|1<i<n X, =xY =0}|,and
f@)=i<i<nX =xY =1}

Note that Z (fo(x)+ f,(x)) =n. Let u be the frequency on Q. Then

xeQ

14(x) = P(X =x) = M

The conditional probability of Y =1, given X =x, is

fi(x)

)= ot A

First, we treat Q as a discrete tolerance space. For areal 6, 0 <6 <1,
we define the classifier g, (x) =1 iff n(x) > 6. The Bayes error is

Lg)=-( S s+ S £

o fo<fe0 So(D2f(x)
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Other errors can be computed similarly. Note that the error rates
L(gy)=L"(g,)=L"(g,)=0 if X;#X, for any i # j. The Bayes error
L( gOIS) is the theoretical limitation of the learning. If the Bayes error is too

large, then the performance of the learning result will be poor. In this case, a
larger training data set and/or more attributes of the records are needed.

3.2 Data Pre-Processing

Formally, we use a function to represent data pre-processing™'*
¢:Q—> d.We call ¢(X) the feature vector of X. All feature vectors

form the set® . Usually, the function ¢ is not one-to-one. For the frequency
of Y;, we store two numbers for each feature vectorze @ :

ny(z) = {i[1<i<n¢(X,)=2zY =0} and

1

m(2) =i 1<i<mg(X)=2Y =1}.

That is, n,(z) and n,(z) are the numbers of records for Classes 0

and 1 in ¢'(z) € Q, respectively. Usually, the size of @ is much smaller
than that of Q  for computational purposes. Note that
> (ny(z)+n,(z))=n.Foreachze ® ,

zed

_ny(2)+n(2)
u(z) = -

Let the partition {¢'(z)|z € @} of Q generate the Borel field 7. For

each x e ¢ '(z), consider the conditional probability

n(z)

77¢(X)=P(Y=1|xefi5’1(2))=m.

Then n,= E(n|¥), the conditional expectation of 7, which can also
be treated as a function on @ . Based on 7, , we consider the ¥

-measurable classifiers g, for 0<6<1. We have L(g,;)< L(g,s)- The

data pre-processing simplifies the computation but may increase the Bayes
error. Therefore, in selecting the feature vectors¢ : Q) — @, the Bayes error

L(g, ;) should be as small as possible.
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3.3 Representative clustering and classifiers

In the training process, a similarity & is searched in the feature
vectors @. The similarity & also defines a similarity (also denoted by¢)
on the records in the training data set Q. To measure the suitability of¢,

we compute the conditional probability P(Y, =Y, [&(X,X,)), which is

called the similarity effect in this paper. The effect should be as close to 1 as
possible. That is, two similar vectors are likely to be of the same class.

To search for a minimal representative clustering of ®* is intractable in
general. In the following, we use a heuristic method.” The goal of the
heuristic search is to find a clustering with as few clusters as possible. The
idea is to collect large clusters first. For this purpose, we use a density
function: den(x) = the number of records (in(2) of which the feature vectors
are similar to x. According to the density function, we sort all feature
vectors: x,, X,,..., X,, so that

den(x,) = den(x,)=...2 den(x,).

To search for a sub-minimal representative clustering, choose the
cluster &(x, ) first. Then, according to the above order, choose the next cluster
&(x;) which is not in the union of previously chosen clusters. Repeat the
process until the whole space @ is covered. Finally, scan the chosen
clusters backwards and delete the ones that are contained in the union of
other collected clusters. The result is a sub-minimal representative
clustering; the set of representatives is called a sub-minimal representative
system. Note that the input order has a minimal effect in this process. For
example, the representative clustering in Figure 1 is computed by this
heuristic method.

Let R, ={R,R,,...R,} be a sub-minimal representative system of

®° . Let ® be the heuristic information model generated by the
representative system in @ . We can also treat @ as a Borel subfield of #in
the training data set Q .Then the conditional expectation of 7,

M, =EM, [D)=E® |T).
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For each record x in the training data set, x<(), we compare its
feature vector ¢(x) to all representatives R ’s. Let the representatives

similar to the feature vector ¢(x) formtheset S, and N, =R, -S . Then
the partition component of @ containing ¢(x) is

F.=( &R~ ém

ReS, ReN,

The number of records of Class 0 in F_ is ¢, = Zno(z) and the

ZEF\‘

number of records of Class 1 is ¢, = Z n,(z).

ZEF\‘

Therefore,

tl
f+1,

M,(x) =P =1|p(X) e F,)=

Note that the computation is on the feature vectors only. Based onn,,,
the Bayes error of g(fg satisfies L(g(f‘:;)z L(ggs) > L(go.s) _ Let g}‘ be

defined similarly based on 17, . In the training process, L(g(f ) should be
as close to the Bayes error in the feature vectors as possible.

A record xeQ is called a surprise'> ' if x is not similar to any other

record and if there is only one i for which X, =x. Therefore, the feature
vector of a surprise is always in R, . Let the numbers of the surprise records
of Classes 0 and 1 be denoted by a, and j,, respectively, which are
independent of the choice of R,. The similarity & does not provide any

useful information about surprises; therefore, a learning process should
eliminate or reduce the number of surprises by adjusting feature vectors and
similarities.

Receiver operating characteristic (ROC) analysis can also be used to
study the posterior probability 77,(x). The area under the curve (AUC)

should be as close to 1 as possible.
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3.4 Testing Data Set

Let x be any given record which has the same structure as the record in
the training data set. The heuristic information F, (in @) about x relative to
R.is computed similarly by comparing its feature vector ¢ (x) to all

representatives in R. . We use the conditional expectation in the
p - p Ny

.. . . o t
training data set to approximate the posterior probability: 7, (x)=—"—. If
t,+1

¢(x) is not similar to any representative in R, , we call such a record an
unknown surprise (w.r.t. £). In this case, we use the surprises in the
training data set. Ifa, + 8. > 0, then the posterior probability is estimated as

n@(x)=L. If there are no surprises in the training data set (i.e.,
a. +
4 4
a.+p.=0), then x) is undefined. That is, the representative system
¢ 4 My Y Y

R, does not provide any information about the unknown surprise.

If the training data set is large enough to contain typical records and the
similarity & is well chosen so that there are no or very few surprises, then

the function 7, will be a good estimation of posterior probability in the

testing data set, and the errors of gg * can be well predicted by the errors in
the training data set, as shown by the experiment in the next section.

4. EXPERIMENTS

In our experiments, we use the KDD-99 cup data set,'” which is
adapted from the data set of the 1998 DARPA Intrusion Detection
Evaluation Program.'® We have loaded 494,020 records in our database
with 42 attributes, both categorical and continuous. Each record is labeled
as a normal or certain attack. The 42nd attribute is the label. The label has
23 different types: one is normal, and the others are attacks. All attacks are
classified as anomalies in this experiment. We use 0 to represent a
normal, and 1 to represent an anomaly. Our task is to classify records
based on the 41 attributes into two classes: anomaly or normal.

4.1 Training Data Set and Pre-Processing

In order to make the errors more visible in the experiment, we
exclude 420,262 records that can be easily classified. From the rest of the
records, we randomly choose about half normals and half anomalies as the
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training data set and the rest as the testing data set. Let the training data
set be D, . and the testing data set be D, , . The testing data setD

train test © test

consists of 29,603 normals and 7,310 anomalies (36,913 total). We have
selected 9 attributes, and each record 7 is mapped into a feature vector ¢(¢)

ybe F,

and the corresponding Bayes

with 9 components. Let the set of the feature vectors ¢(D,
and F

train

rain rain *

The numbers of records in D, .

errors are shown in Table 1. Note that the pre-processing reduces the
number of records inD, . from 36,845 to 1,160 (3.1% of 36,845) in

train

#(D,.,) - It also reduces the number of features from 41 to 9. The Bayes
error is raised from 0 to 0.0091.

Table 1. Information about the training data set

normal 29550
anomaly 7295
total 36845
Bayes erroron D, . 0
feature vectors 1160
Bayes erroron £, . 0.0091

4.2 Tolerance Relations and g,-Classifiers

On features vectors we define a Hamming distance d, in which the
absolute differences between numerical values are scaled down to the unit
interval [0,1]. For eache >0, we define a tolerance relation in the set of
feature vectors: d_(f,g) ifd(f,g)<e.

Consider the training process in the tolerance space(F, . )" . LetR,
be a corresponding representative clustering, and let «, and f, be the
numbers of surprising normals and anomalies, respectively. We study the
R, -classifier g, . The following are results for someg’s: 0.01, 0.25,

0.5, 2.0, 3.0, and 9.0. For ¢= 0.01, (F,

which all 1,160 feature vectors are representatives, and the clustering is a
partition. For other cases, the clusterings are not partitions. The cluster
numbers and computations are significantly reduced, but errors increase.
The experimental result is summarized in Tables 2 and 3 (where B- is
Bayes and u- is unknown). The result shows the trade-off between the

computations and performances. The error functions L, L'”, and L” on

Yhor s the discrete space, in

rain
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D

train

for €= 0.5 are depicted in Figure 2. The ROC curves of D

train

arc

depicted in Figure 3. For D

test >

we have very similar results.

Table 2. Experimental result for D

train

& |R,| «a B effect AUC B-error

0.01 1160 236 92 0.9865 0.9995 0.0091
025 437 30 34 0.9816 0.9991 0.0122
0.5 240 12 17 0.9732 0.9983 0.0188
3.0 9 0 0 0.7887 0.9671 0.0852
4.0 4 0 0 0.7114 0.8527 0.1769
9.0 1 0 0 0.6824 0.5000 0.1980

If ¢ is sufficiently large (e.g. £€29.0 ), then all records are
indistinguishable. That is, the only information about D, , is that there
are 29,550 normals and 7,295 anomalies; the posterior probability 7(x)=
0.1980 for any x. Therefore, the Bayes rule classifies each record as a
normal. The error rate is 0.1980, but no anomalies are classified at all; that
is, the false negative rate is 1. The similarity effect can also be computed

directly from the number of normals and anomalies. The AUC is 0.5,
which means that this similarity is worthless.

Table 3. Experimental result for D

test

£ u-surprises  effect AUC  B-error

0.01 339 0.9851 0.9969 0.0108
0.25 238 0.9794  0.9963 0.0149
0.50 121 0.9709  0.9958 0.0213
3.00 1 07769  0.9640 0.0879
4.00 0 0.7110 0.8522 0.1767

9.00 0 0.6824  0.5000 0.1980
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Figure 2. Error functions in D, .

for £=0.5
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5. CONCLUSION

This paper introduces a probabilistic model of pattern recognition in
tolerance space. The learning process includes searching for a similarity in
the feature vectors and computing a representative clustering. The partition
generated by the clustering provides the heuristic information model. Based
on the posterior probability, both Bayes and Neyman-Pearson Theorems are
true for the training data set. For a record in the testing data set, the set of
representatives similar to the feature vector of the record is used to predict
the posterior probability. The experiment demonstrates the trade-off
between computations and classification performances. And the prediction
is not effective for surprise records. The future work includes combination
of different similarities and reduction of surprise records.
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