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ABSTRACT 

The Internet has changed information handling and escalation of digital 

contents in recent years, but appropriate storage technology is needed for 

effective management of information which is critical to businesses today. 

The rapid growth of digital contents requires a technology that delivers high 

availability, scalability, and reliability. Storage Area Network (SAN) is one 

promising solution providing high speed data transfer with many other 

storage services, backboned with a high speed Fibre Channel (FC). SAN 

design and implementation requires careful analysis before SAN can be 

used as an enterprise storage solution. This research paper discuss 

information growth, information handling, and various storage technologies 

available today, in addition to financial justifications, backup procedures, 

disaster management and security measures. This paper also recommends an 

efficient design analysis considering various factors for SAN 

implementations to meet the customer demands of organizations. 
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Security, Storage Area Networks, Total Cost Ownership, TCO, Return on 
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1. INTRODUCTION 

 

The explosive growth of digital content in the form of text, pictures, 

audio, and video is extraordinary due to the wide use of the Internet and 

modern digital gadgets, and the sources of digital content increase each day. 

The storage requirements of organizations are growing three fold every year 
1, 2

, indicating the digital universe is annually increasing its size by 75%. An 

interesting fact to note is that the growth of digital information in the last 30 

years is equivalent to information growth in the previous 5000 years of the 

entire history of civilization, thanks to the invention of Internet 

technologies. 

Storage technologies are the backbone of modern business and need 

constant update and upgrade in order to meet customer demands. The first 

mass storage device to store data was introduced by IBM corporation in 

1956
3
, called hard disk drives (HDD), they provided the platform on which 

the storage system industry has been built. Due to the invention of hard disk 

drives, storage technologies have changed their face and improved 

tremendously up to the latest Storage Area Networks. Information 

management deals with the collection of information from various sources, 

storage, and access by various users
4
. It is important to financially justify 

SAN implementations by evaluating Total Cost Ownership (TCO) and 

Return On Investment (ROI) relative to expenses, as this impacts business 

profit. Disaster management is one of the major areas in information 

management. During the information process, if data is lost due to 

unforeseen situations, the disaster plan should provide for recovery of the 

original information. Data integrity is very important to provide accurate 

and reliable information to customers, and it will be achieved through 

application of appropriate security techniques
5
 for the stored data.  

2. LITERATURE REVIEW 
 

2.1 Information Growth 

Data is often viewed as the lowest level of abstraction from which 

information and knowledge are derived. There are a wide variety of digital 

information sources which are increasing in due to the invention of modern 

gadgets. Some of the sources of information are: mobile, digital 

camera/video camera, documents, emails, Web contents, audio, video, 

application specific data, E-commerce information, online trading, web page 

contents, mobile computing, IP telephony, healthcare, banking data, digital 

printing, digital archiving, digital TV, and home appliance system based 

http://en.wikipedia.org/wiki/Information
http://en.wikipedia.org/wiki/Knowledge


P. Mahalingam, N. Jayaprakash, and S. Karthikeyan 

 

79 

digital data. Storage architects predict
1, 6

 that information growth will 

double in the next three to five years (see Figure 1).  As information 

volume continues to grow, the storage industry is pumped with a wide range 

of storage devices such as direct attached storage (DAS), network attached 

storage (NAS) and storage area networks (SAN). The enormous increase in 

digital information poses a threat to industries where digital information is a 

vital business community asset. Digital information growth can be 

illustrated by just one case. The famous video sharing portal, Youtube.com, 

which did not exist a few years ago, hosts 100 million video streams per day 
7
. More than a billion songs are uploaded or downloaded over the Internet 

each day.  

 

 

Figure 1. Information Growth vs. Available Storage
1
 

 

 

Figure 2. World-wide Usage of Different Storage
2
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2.3 Issues due to Information Growth 

The growth of the digital universe creates problems in the areas of 

storage administration and maintenance and creates burdens to the people 

who are involved in maintenance, backup, and restore activities
4
. Security is 

another issue needing much time and concentration to protect stored data. 

Many people are involved worldwide in developing methods to safeguard 

the integrity of data. The following are the some of the key challenges faced 

by storage professionals and managers: (1) High storage costs (2) Designing 

and deploying storage technology (3) Managing backup/recovery (4) 

Managing security for large data storage (5) Managing data availability (6) 

Shortage of storage professionals (7) Selecting the right storage model and 

(8) Lack of literature for new storage models. There is a gap in the storage 

available versus the information created so far (see Figure 1). This gap may 

widen if the information continues to grow in this manner. Keeping this in 

mind, the storage industry has already started developing relevant 

technologies to handle this volume of information.  

2.3 Storage and Storage Models 

Computer data storage, often called storage or memory, refers to 

computer components, devices, and recording media that retain digital 

computing data for some interval of time. Many types of computer storage 

are used in industry to store and retrieve data, as shown in “Fig. 2”. One of 

the best storage options available to handle the huge volume of information 

for today’s businesses is Storage Area Networks or SAN
8, 9

. The major 

benefits of SAN include increased disk usage, improved sharing among 

users, secured transmission of data over the network, centralized backup, 

storage consolidation, reduced TCO, enhanced manageability, better disaster 

recovery, and high availability. One of the unique characteristics which take 

SAN to the top of storage solutions is its use of storage in an external 

environment
10

. The world-wide storage usage of various storage devices is 

given in Figure 2.  

3. INFORMATION MANAGEMENT THROUGH SAN 

3.1 Storage Area Networks 

There are three storage models
11

 commonly used in the storage 

industry to provide the many improved, customized storage devices 

manufactured by various companies. The three common storage models are 

(see Figure 3), Direct Attached Storage (DAS), Network Attached Storage 

(NAS), and Storage Area Networks (SAN). Direct attached storage uses, 
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storage connected directly to the workstation or desktop. Network attached 

storage uses, storage that is connected to a dedicated server and linked with 

a local area network (LAN) for shared access. NAS network users centrally 

share storage, with limited scalability. Storage area networks use an isolated 

high speed network, usually interconnected with fibre channel. 

Heterogeneous storage devices (HDD, Tape, Laser Disks) are connected 

externally with block level data transfer. SAN normally provides high speed 

data transfers in the following three
12

 ways: Server-to-storage, 

Server-to-server and Storage-to-storage. In a business environment, 

effective information management requires various factors to be considered 

before SAN design and deployment:  

a) Total Cost Ownership and Return on Investment 

b) Data Location, Storage Libraries, and Inter-connectivity 

c) Backup/Restore and Disaster Management 

d) Data Availability and Manageability 

e) SAN Security 

f) Performance and Monitoring 

a) Total Cost Ownership (TCO) and Return On Investment (ROI) 

In TCO analysis, the various costs were calculated as per business 

requirements.  There are two types of costs, hard and soft.  Hard costs 

include total purchase cost, total administration costs, and total utilization 

costs, and soft costs include storage availability and cost per downtime hour 
13

. The installation costs are also included along with storage personnel 

salary.  The ROI is calculated based on the amount spent, calculated from 

the TCO. In order to get the perfect ROI for SAN deployment
14

, three 

models should be analyzed: Payback Period (PP), Internal Rate of Return 

(IRR), and Net Present Value (NPV). The simplest way to analyze the ROI 

is given in the following formula:  

ROI = (Sum of all Income – Sum of all Investments) / Sum of 

Investments 

b) Data Location, Storage Libraries, and Interconnectivity 

Storage devices and server deployment should be based on the specific 

requirements for data location. With regard to the SAN topology design, 

location involves the SAN storage system placement relative to servers 

accessing the storage. The interconnectivity can be done through any one of 

the three types of relationships:
12

, one-to-one, many-to-one, and 
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many-to-many. The storage libraries should be selected as per available 

capacity, based on the storage requirement analysis. The devices should 

have redundancy so failures can be handled in a better way. One example is 

RAID technology where the mirroring is done at the disk level to prevent 

heavy data loss. Interconnectivity is based on the data location and distance 

from access workstations. Fibre channel gives block level access
15

 so that 

the data transfer will be high speed which is the primary factor of adapting 

SAN as enterprise storage. 

c) Backup/Restore and Disaster Management 

SAN provides centralized backup activity carried out in a secured 

environment; SAN backup tends to be highly reliable and redundant. The 

backup strategies
16

 need to be developed with customized guidelines which 

includes periodic of backup, backup method and many more. The disaster 

recovery management (DRM) system is an important part of safeguarding 

business data against any unexpected disasters. DRM involves processes 

such as (1) analysis of the business requirement (2) formulating the DRM 

team (3) defining the DRM policy and procedure (4) developing the detailed 

DRM plan and activities (5) implementing and updating the DRM plan. 

d) Data Availability and Manageability 

Data availability refers to how reliable stored data is for day-to-day 

operations. The preventive maintenance of all SAN equipments keeps it 

alive for long times and reduces the failures of devices. Administrators must 

carve up the storage space into segments that are only accessible to specific 

users
11

. SAN management should be done by specialized personnel who are 

skilled in storage activities; SAN personnel should be involved from the 

beginning of SAN implementation including installation and configuration.  

e) SAN Security 

SAN security is the group of parameters and settings that makes 

storage resources available to authorized users and trusted networks and 

unavailable for others. Storage Area Networks security comprises many 

methods and approaches that are linked together to achieve the highest 

security of stored data
17

. Storage Area Networks is one effective technology 

for organizations that need confidentiality, integrity, scalability, availability, 

and high performance storage solutions. Since SAN holds mission critical 

data which is very vulnerable to attackers, it needs multi-factor 

considerations to address security issues
18

.  Effective storage management 

should implement five basic areas of security in each level of SAN, namely, 

Storage Array Volume Access Control, Volume Access Control on the 

HOST, Device Configuration Access Control, Storage Management 
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Software Access Control and Proactive Detection of Access Violation, and 

Auditing and Logging. The five broad categories are further individualized 

into Access Control (Zoning & LUN masking, Intrusion Detection System 

(IDS), Cryptography (CFS, SFS & EFS), Authentication and Authorization, 

Fibre Channel Security, and Security by SAN Management Software. When 

designing a SAN security framework the many factors described (see Figure 

4) should be considered. 

 

 

Figure 3. Three Storage Models 

 

 

Figure 4. SAN Security Framework 

 

f) Performance and Monitoring 

In general, performance refers to the functioning and effectiveness of a 

particular entity. In SAN deployment, performance analysis involves the 

analysis of Bandwidth (storage bandwidth, disk, SCSI or FC), Throughput 
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(the amount of work performed by a component or system over unit time
19, 

20
), Delay (wait time induced by contention within a system), 

Latency –(amount of time between the initiation of an action and the actual 

start), Response time (time it takes to finish a given storage operation), 

Scalability (ability of a SAN to grow without adversely affecting its 

services), Reliability (the degree to which a given computing component 

produces consistent results), and Availability (the degree to which a SAN 

keeps running within acceptable performance limits and without any 

unrecoverable failures). Monitoring records all the activities that are 

accessing data and the time this occurs, which helps give auditors security 

perspective. 

4. CONCLUSION 

Information plays a vital role in business continuity, and the Internet 

changes the face of information access. SAN is one promising solution to 

provide reliability, scalability, and high information availability for instant 

access. To increase productivity, meet customer demand, and be a leader in 

industry, any organization must ensure that its data is reliably stored and 

available all the time access is needed. SAN demands that a detailed study 

be conducted to analyze the design factors for maximum effectiveness. The 

data integrity of an organization, whether data-at-rest or 

data-at-transmission, solely relies on the security methods applied to protect 

it from internal and external attacks. Effective SAN design should always 

keep security methods in mind from the initial start of design process of 

SAN. An organization should develop internal and external data policies for 

the accessibility and use of its information by various personnel. 

Information management activities such as storing, retrieving, archiving, 

securing, and removing are much easier using SAN than any other storage 

solution. 
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